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Internet Programming Assignment 1: PHP CMS

The website of the Universiteit Utrecht is getting somewhat old. In this assignment we will develop a new
website for Utrecht University, backed by a content management system (CMS).

The assignment is split in three milestones. Each milestones has its own deadline.

Milestone 1 - deadline 20-02-2006, 17:001.
Milestone 2 - deadline 07-03-2006, 17:002.
Milestone 3 - deadline 21-03-2006, 17:00 (24-03-2006, 17.00 for first year students without 
Databases only)

3.

Background

The website of the UU is a large, heterogeneous website. It consists of pages maintained by many people
with many different roles. For one, the main web page is maintained by the public relations bureau. It links
to pages maintained by the different faculties and departments. These can then link to pages maintained by
people ranging from  Ph.D. students to HR people, from professors to librarians, and so on. 

These users have a few things in common though. Each user already has a unique identity provided by the
university, the Solis-ID. Each user also has edit rights for a specific set of pages. Ofcourse, there are rules
governing these rights.

The object of this exercise is to design and implement a system that allows all these different users to
together develop and maintain the total set of pages for the university.

Milestone 1

The first milestone is designed to let you learn the following:

how to set up a working space for your assignment
rudiments of PHP
how to write, execute, test and debug a PHP script
how to write simple dynamic webpages
rudiments of XHTML and CSS
how to verify the webpage for correct and well-formed XHTML and CSS

Milestone 1 consists of the following tasks:

Create an XHTML homepage for Utrecht University and an accompanying CSS. Make sure to
include a

header (logo, etc.),
horizontal navigation bar showing the themes of the site (research, education, personel, etc.),
vertical navigation bar showing some content parts (links to important sites, links to news 
items, etc.),
main content part showing a word of welcome and basic information about the university,
footer containing a copyright notice and contact information.

The design, additional content parts (if any) and the actual content are up to you. The content itself
may be fake content; it doesn't have to be extensive as it just serves the purpose of testing your
design. The links you show in the navigation bars don't have to work yet (but it would always be nice
if they do).

1.
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For inspiration, visit other modern websites, such as Nu.nl, Bright or Webwereld. Or, better even,
visit sites of other Dutch universities ;-).
Create a single PHP (version 4) script that generates the site. You may use includes of other PHP
(library) files, etc. Be sure to modularize your script. Use separate functions for each of the content
parts. Think about a way to separate content from lay-out and implement it. This will be especially
useful for future milestones.

2.

Extend your PHP script with a language switch feature. Show an icon (country flags?) on your
homepage to switch between Dutch and English. Make sure your page displays in the chosen
language. Think beforehand how to implement this in an elegant way.

3.

Extend your PHP script with a login form (username and password fields and a submit button). Make
sure your PHP script displays the original homepage after loging in with username "admin" and
password "secret", but with a "you are now logged in as admin" notification at the top of the main
content part. Note that you don't have to use sessions yet; your script may simply forget the logged in
status after the generation of this page.

4.

Install, test and debug your site in your directory on tarantula, if you haven't done so yet. Try
different browsers/browser versions, if at all possible.

5.

Validate your site using W3c's Markup Validation Service and correct any errors. You might want to
use other validation services/tools (such as Tidy), just to be sure that everything adhers to the well
known standards. Don't forget to validate your CSS. We will be using these tools as well while
grading your work.

6.

Create a README text document (readme.txt), describing the broad idea of how your program is
constructed (globally), how it should be used (if this is not entirely obvious) and where it can be
found (URL). Don't forget to include the name(s) and student number(s) of the author(s) (that means
you! :-).

7.

Create a zip file containing the original XHTML file, the accompanying CSS, your final PHP script,
any required additional files for the site to display correctly (libraries, gif, jpg, etc.) and the
README text document.

8.

Submit your work using submit. Note that the maximum filesize in submit is 300 kb for this
milestone, so go easy on the graphics.

9.

Milestone 2

For milestone 2, the diversity in student sites will no longer enable a step based description of how you
should proceed. Instead, we provide a description of the functionality that your site should offer for
milestone 2. Be sure to read the full functional specification before you start on this milestone!

The Utrecht University website, backed by a CMS, should consist of two parts: a front-end and a
back-end.

Front-end: regular users

Regular - anonymous - users will be using the front-end. This part of the website allows visitors to browse
the content of Utrecht University, as you would expect.

A regular user who visits the homepage should see content as specified in milestone 1. (However, for
simplicity, we limit ourself to content consisting of news items and links to relevant websites in the
vertical navigation bar. If you want to offer other content as well, please feel free to do so.)

Links to news items (shown by their title) and relevant websites that are shown in the vertical navigation
bar, should be related to the university itself, as the visitor is currently viewing the homepage or top level
page of the site. The display order of links to news items and relevant websites is the order of last
modification (most recent on top).

If the visitor clicks on a link to a news item, the full text of the news item should display in the main
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content window, accompanied by its associated data (see below for details). If the visitor clicks on a link
to a relevant website, it should open in a new window. Note that the language switch (implemented in
milestone 1) should work. Also note that the available news items and links may differ between languages
(but the themes are always the same).

If the visitor clicks on one of the themes in the horizontal navigation bar, the vertical navigation bar should
change its content to the content that is relevant within this context. That means: links to news items and
relevant websites related to the new current theme should be displayed. The horizontal navigation bar
should still allow for a change of theme and also offer a link to the homepage. Note that the language
switch should also be present and work at this level (again, news items and links may differ between
languages). The header should clearly indicate the current theme. Clicking on a link to a news item or on a
link to a relevant website should behave as specified above for the homepage. On entry of a theme, the
main content window should show general information about that theme. Make sure that you allow a
visitor to return to this "homepage for the theme" within one of the navigation bars.

Within a news item, allow visitors to quickly navigate to the next news item by offering next and previous
buttons in the main content window at the top and bottom of the news item. If there is no next or no
previous news item, don't show the corresponding button.

Limit the number of visible links to news items and the number of visible links to relevant websites in the
vertical navigation bar to 10 of each. If more items or links are available, offer a way to cycle through
them within the vertical navigation bar.

Make sure that your login facility (see milestone 1) is always available to (currently) anonymous users
who would like to log in / authenticate.

Back-end: authors, editors and publishers

Special - authenticated - users will be using the back-end. If login is successful, the site should change to
the back-end that allows authenticated users to insert, modify and delete news items and links to relevant
websites.

Data associated with a news item are: title, theme, text of the news item, language, date and time of
creation, date and time of last modification, name of the user that created the news item, name of the user
that last modified the news item and embargo setting. These data speak for themselves, except the
embargo setting, which is a boolean that states whether the news item should be visible in the front-end
(embargo is true means don't show!). Note that this setting influences how the regular - anonymous - users
view the site. Note that the contents of the creation/last modification date and time as well as the
creation/last modification user name fields could and should be handled by the system automatically. The
text of a news item should not contain any markup.

Data associated with a link to a relevant website are similar, except that the "text" of the link is of course
the URL.

Not all authenticated users are allowed to insert, modify and delete news items and links to relevant
websites. This depends on their role. An authenticated user needs the "author" role to insert news items or
links. An authenticated user needs the "editor" role to modify news items or links. (Note: for milestone 3 it
will be required that the roles are theme specific: an authenticated user needs the "author" role for each 
theme in which he or she would like to insert news items or links and the "editor" role for each theme in 
which he or she would like to modify news items or links. For milestone 2, however, these roles may still
be "site wide" only. If you like, you may already implement it theme specific now. In that case, you don't
have to change it for milestone 3.)

Authors and editors don't control the embargo setting for a news item or a link. (Upon creation, embargo is
true.) Neither are they allowed to delete a news item or a link. These rights are granted to users having the
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"publisher" role. (Again, for milestone 3: within the theme.)

As publishers are the people in control of "what's when" on the site, these are also the people who may
update the more static content in the main content window of each theme, when the theme is first
accessed; i.e. "the homepage of the theme".

Note that the homepage of the university could also be considered as a theme itself: the general theme.

These three roles together with their respective rights, allow for a smooth create - edit - publish - delete
workflow, where editing is optional. Note that editors may still change published (and thus visible) news
items and links. To prevent this, you should enforce that editors may only edit news items and links that
are currently not visible. See below for an overview of roles and rights.

Insert Modify Delete Modify embargo

Author Yes No No No

Editor No Yes, if embargo is true No No

Publisher No Yes, but only the "homepages" Yes Yes

Note: a user may have several roles at the same time.

Offer a navigation menu in the back-end to facilitate easy finding and browsing of news items or links to
relevant websites to be inserted, edited, published or deleted. Only show news items and links in the
back-end that a user has the required rights for.

Back-end: admins

Some authenticated users have the "admin" role. These users are capable of maintaining the user data
(creating, deleting and updating users and assigning their roles). Admins are admins throughout the site
(For miles stone 3: not only within specific themes). Data associated with a user are: first name, last name,
username, password, e-mail address and the roles (for milestone 3: per theme, where applicable).

Note: a user may have the admin role and one or more other roles at the same time.

Being able to navigate through the user data would be very useful for admins. Make sure that an admin
can not "lock himself out" (degrade himself to non-admin). Make sure that passwords are confirmed 
before they are updated, for example by using two form fields.

News items, links to relevant websites and users should be stored in a database. You should design and
implement the required database scheme and database definition yourself as part of this assignment, using
ER modeling, SQL and PostgreSQL. Think about the scheme carefully. Try to prevent null values and
redundancy using normalization. Entities should be related in the database using foreign key relations. Be
very careful with updates and deletes on foreign key values, as these could violate referential integrity
constraints. Adding id fields might help (a little). Adding cascades or rejects may further help.

Other requirements

Here are some more requirements for this assignment. These should not come as a (major) surprise:

The website should be dynamically generated using one or more PHP (version 4) scripts.
The generated pages should be consistent with the XHTML standard.
You should use one or more external CSS for layout of the website.
The database should be a PostgreSQL database.
Your authentication mechanism should be custom (don't use http-authentication).
You should use the session mechanism to keep track of a user's actions where applicable.
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Session information could be stored in a state table in your database. File based storing of state is
allowed for milestone 2, but not for milestone 3. (Part of the state could be incorporated into the user
table, but note that this will not work for regular - anonymous - users.)
Both client-side and server-side validation must be present.
Client-side validation should be done using JavaScript.
Validating your XHTML/CSS is still important.

Important

The files which constitute your solution should be put in a zip file and submitted using Submit. Note that
the maximum filesize in submit is 500 kb for this milestone, so go easy on the graphics. In a separate
README text document (readme.txt), which should accompany your solution, you should tell us

the names of the participating students.
their student numbers
a direct link to the website.
a username and password of an admin that is present in the user table, so that we can log on to the
back-end.
general documentation concerning your site and scripts explaining what you did and why. We also
expect selective comments in the source code as well, but only when the code demands it.
documentation concerning your database. Include an SQL definition of your database.

Also include a bitmap image (.jpg or .gif) of the ER-diagram of your database.

We expect your site to be pre-filled with a number of users having different roles and some news items
and links to relevant websites to be able to get an impression of the "look and feel" of your site. The
content itself is not important. Have a look at the UU website or use the well known "Lorem Ipsum".

Do not remove the site before you have obtained your grade. Otherwise it can't and won't be graded. More
submission details can be found here.

General and less general remarks that were made in reaction to previously handed in assignments can be
found here. Read them.

Tips

Some tips for this assignment:

You might want to store the passwords encrypted (md5) instead of plain text.
The different parts of the website (front-end and back-end functionality) don't necessarily need to be
generated by separate scripts. You might consider using one script that generates certain functionality
(say edit buttons) based on the properties of the current user.

Help with PHP and PostgreSQL

Some help with PHP and PostgreSQL for this assignment:

Put your website in your public_html directory and set the access rights right (see below for details).
It should be available somewhere under the following url (replace the user name with you own).
Make sure that you change file permissions according to the instructions below! (See last tip.)

http://tarantula.students.cs.uu.nl/~yourusername

A nice way to test whether things are working as they should, is to prepare a file with the name
test.php, containing the following lines of code.
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<?php
  phpinfo();
?>

Again, make sure that you change file permissions according to the instructions below or your file
will not be accessible! (See last tip.) Direct your browser to the following url (again replacing the
user name with your own).

http://tarantula.students.cs.uu.nl/~yourusername/te st.php

You should now see a page that provides information about the PHP environment (version, php.ini
settings, extensions, etc.). No, we cannot change the php.ini setting for your application :-).
We have created a database for every student participating in this course. It will be available to you
on Wednesday, February 22. The name of the database is equal to your username. To connect to your
database from PHP, you'll need to use your username as database name and username, and your
password (which you've just set using the ALTER USER command).
To prepare your database, log on to the shell server (shell.students.cs.uu.nl) using an ssh client (such
as PuTTy). At the unix prompt, connect with the PostgreSQL database server on
tricolor.students.cs.uu.nl, by issuing the following command.

psql -h tricolor.students.cs.uu.nl

You should now get a prompt from the PostgreSQL interactive terminal. Issue the following
command to set your database password.

ALTER USER yourusername PASSWORD 'yourpassword';

Use a password that is different from your windows/unix password!
From now on, you can connect to PostgreSQL with this new password.
Exit the PostgreSQL interactive terminal by issuing \q  at the prompt. Exit the ssh connection by
issuing exit  at the unix prompt.
To create, delete or modify tables, to add, delete or update data and to test retrieval queries, you may
use pgAdmin. pgAdmin is available on the Windows machines in BBL. pgAdmin is a GUI based
tool for management of PostgreSQL databases. You should do the following.

Start pgAdmin.
Choose File -> Add Server. 
Input tricolor.students.cs.uu.nl as the server. 
Use the default port (5432). 
Input your username as the name of the initial database. 
Input your username as username. 
Input your PostgreSQL password as password.
After clicking OK, you'll be logged on to the database server.
You'll now find your database in the tree view. If you select this database you can open an
editor window by clicking on the SQL button in the toolbar. Using this editor, you can edit, test
and save SQL queries (both DDL and DML statements). Using the editor is straightforward.
Next time, you won't need to choose Add Server. You should be able to logon using the
existing server connection by selecting it in the tree view, clicking the right mouse button and
selecting Connect.

If you prefer, you may also use the command line based PostgreSQL interactive terminal psql  to 
manage your database and issue SQL statements from the shell server. You can also use the
PostgreSQL interactive terminal if you connect to the shell server from home, using ssh.
Your script (or scripts) needs to contain the password to connect to the database. To prevent other
students from seeing your password and thereby gaining access to your database (possibly deleting,
adding and modifying tables), make sure that your files are world readable but not group readable. A
way to do this is to execute the following from a unix terminal (do not do this directly from
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Windows).

chmod -R go-rwx ~ ; chmod go+x ~ ~/public_html ; ch mod -R o=u-w ~/public_html/*

This, fortunately, also denies other students access to your code in general for the purpose of 'peer
review' :-). 
Run this command everytime you create new files! (Or better yet, change your umask to 072 by
issuing umask 072  from a unix terminal.)

Useful links

Everything PHP
Everything PostgreSQL

Milestone 3

For milestone 3, as for milestone 2, the diversity in student sites no longer enables a step based description
of how you should proceed. Instead, we provide a description of the functionality that your site should 
offer for milestone 3, on top of the functionality specified for milestone 1 and 2. Be sure to read the full 
functional specification before you start on this milestone!

Important: make a copy of your milestone 2 application and put it in another directory before you 
start working on milestone 3. Use the copy to work on milestone 3, so that the original milestone 2 
assignment will still be available at the documented URL for grading (and re-grading should you complain
about your grade).

Additional functionality for milestone 3

The news items which are new to the user since his or her last visit should have a different color than
the old news items in the front-end.
The front-end shoud feature a "password forgotten" link that asks for a username and an e-mail 
address and, if matching, resets the password to some system generated password and sends it to the 
specified e-mail address.
The front-end of the website should contain an XML RSS-feed, showing the titles and other relevant 
information of the ten most recent news items.
The "homepage" of the website should embed the headlines of some other websites (based on 
RSS-feeds) under a "news at related sites" heading in the vertical navigation bar. These items should 
open in a new window when clicked on.
As an extra navigation aid, show cascading titles (Universiteit Utrecht => Education => ...) on every
page in the front-end. Make sure the parts of these cascading titles are clickable.
Embargo (visibility) for news items should now be automatic on the basis of "publish at" and 
"expires at" date and time fields associated with each news item. News items are only visible 
between the two dates and times. Include the option to always hide or always display a news item. 
These settings should only be available to publishers, as discussed for milestone 2. The same 
functionality should be added for links to relevant websites.
The author, editor and publisher rol should be theme specific: a user can have zero, one or more of 
these roles within each theme. The admin role stays "site wide", however. Note that it is still possible
to have both the admin and one or more other (now theme specific) roles.
The data associated with a news item should be extended with a display order. That is an integer that 
should be used to order the displaying of news items in the front-end. The higher the display order, 
the lower on the page the news item will be shown in the front-end. The integers should be unique 
within a theme, but gaps may exist between the integers being used. The same functionality should 
be added for links to relevant websites. Note that the display orders for news items and links to
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relevant websites within a theme are independent.
The editor for news items should feature a custom build markup language. This language should
incorporate basic layout tags (comparable to the XHTML options for strong, emphasis, paragraph, 
line break, fontsize, color, etc.). You should use regular expressions to process the input from the 
editor and translate relevant parts of the news item text to XHTML and CSS markup that you use in 
the front-end. Offer a preview option to the user. If a news item contains invalid markup, you should 
warn the user. Note: nesting of tags is permitted. Don't allow regular (X)HTML within the news
items. Have a look at Markdown, BBCode and Textile for inspiration.
Add a simple search facility to the front-end of the website to search news items and links to relevant
websites. Offer an advanced search option as well, that includes choosing a "logical and" or a 
"logical or" between multiple search terms and the specification of field(s) to search in. Re-use the 
search facility in the back-end to facilitate easy finding of news items, users, etc. to be deleted, 
updated, etc.

Bonus functionality

If you think milestone 3 is not challenging enough as it is, consider implementing the following
functionality for a bonus (1 point maximum).

News items and links to relevant websites could be called two distinct content item categories. Add 
functionality to the back-end to dynamically add, delete or modify content item categories. Content 
item categories are always theme specific, contain either news items or (XOR!) links to relevant 
websites (these are the actual content items), are visible in the front-end in the vertical navigation bar 
of the specified theme and have a title which is also visible in the front-end above the actual content 
items. Note: the set of themes (and thus most of the content of the horizontal navigation bar) is still 
static. Make sure that all functionality for the current news items and links to relevant websites is 
generally available to other item categories of the same type.

Other requirements

Note: these requirements are on top of the requirements specified for milestone 1 and 2 (installation on
tarantula, asking permission before using third party software, client side and server side validation, 
compliance to standards, etc.).

Session information should now be stored in a state table in your database. File based storing of state 
is not allowed for this milestone. (Part of the state could be incorporated into the user table, but note 
that this will not work for regular - anonymous - users.)
Implement a mechanism that limits the size of the state table. The book by Knuckles and Yuen 
provides an example in section 10.7.
Your application must be secure and fool-proof. It should explicitly be protected against Cross Site 
Scripting and SQL Injection.

Important

The files which constitute your solution should be put in a zip file and submitted using Submit. Note that
the maximum filesize in submit is 500 kb for this milestone, so go easy on the graphics. In a separate
README text document (readme.txt), which should accompany your solution, you should tell us

the names of the participating students.
their student numbers
a direct link to the website.
a username and password of an admin that is present in the user table, so that we can log on to the
back-end.
general documentation concerning your site and scripts explaining what you did and why. We also
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expect selective comments in the source code as well, but only when the code demands it.
documentation concerning your database. Include an SQL definition of your database.

Also include a bitmap image (.jpg or .gif) of the ER-diagram of your database.

We expect your site to be pre-filled with a number of users having different roles and some news items
and links to relevant websites to be able to get an impression of the "look and feel" of your site. The
content itself is not important. Have a look at the UU website or use the well known "Lorem Ipsum".

Do not remove the site before you have obtained your grade. Otherwise it can't and won't be graded. More
submission details can be found here.

General and less general remarks that were made in reaction to previously handed in assignments can be
found here. Read them.

lennart@cs.uu.nl


